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Blolojlcal/Chemlcal  Weapons  at  the  Operational  Planning  Level 

Recent  advances  and  potential  proliferation  of  biological 
weapons  could  have  profound  Implications  on  operational 
planning  for  the  United  States.  In  general,  biological 
weapons  development  has  the  potential  to  revolutionize  warfare 
planning.  This  paper  analyzes  recent  research  and  advances  In 
biological  and  blologlcal/chsmlcal  technology.  It  examines 
the  Imposing  threat  and  significance  to  the  Biological  Weapons 
Convention  of  1972.  It  then  discusses  how  biological  and 
blologlcal/chemlcal  weapons  effects  the  operational  level  and 
operational  planning.  The  paper  offers  projections,  opinions 
on  def Iclencles/rlsk ,  and  suggests  alternatives.  Finally, 
conclusion*  are  presented  offering  challenge*  and  concerns. 
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Th*  dctAlla  on  biological  and  blological/chvmlcal 
tachnology  praaantad  In  thia  papar  ara  unc.'.aaaif  lad . 

Sufflclant  inf oriBAtlon  la  avallabla,  that  onca  analyzad,  abowa 
an  aiMrglng  thraat  world-wida.  Thia  papar  uaaa  inforaiatlon 
from  Congraaalonal  taatlmony,  official  publlcatlona  of  tha 
Dapartnant  of  Dafanaa,  trada  journala,  and  othar  publleatioaa. 
Tha  information  from  thaaa  aourcaa,  togathar  with  tha  analyaia  . 
in  thia  papar  can  aarva  aa  a  point  of  dapartura  for  dabata. 

Tha  public'a  intaraat  may  partaln  to  tha  valua  of 
blologlcal/chamlcal  tachnology  and  It'a  application  to 
datarranca  and  war.  In  addition,  tha  military  nay  alao  wan^ 
to  addraaa  blologlcal/chamlcal  tachnology  affacta  at  tha 
oparatlonal  laval  and  corraapondlng  Implicatlona  to 
oparatlonal  planning.  Such  dabata  la  critical  to  anaura  that 
Unitad  Stataa'  policy  raflactii  tha  national  will  and  aarvaa 
tha  nation’a  aacurity. 
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CHAPTER  I 


IMTRODUCTION 

Th«  Problem.  A«  think  of  throats  to  tho  Unltod  States , 
what  usually  comas  to  the  mind  of  politicians,  the  military,  and 
the  public  is  the  Soviet  Union  with  it’s  nuclear  and  conventional 
war  making  capabilities.  Other  threats  that  may  come  to  mind 
include  chemical  warfare,  the  druj  war,  or  even  possible 
economic  trade  wars.  Low  on  everyone’s  threat  list  appears  to  be 
the  present  and  emerging  field  of  biological  warfare.  Compared 
to  nuclear  or  chemical  warfare,  little  has  been  published  on  the 
subject.  The  trend  has  always  been  to  push  the  topic  aside  as 
'unthinkable*  hoping  it  might  go  away.  The  public  has  shied  away 
from  the  topic  in  forums  and  scientific  symposia.  Finally,  the 
Congress  agreed  to  a  treaty  that  stated  'Thou  shalt  not  dabbler 
in  biological  warfare.* 

In  a  perfect  world  order,  the  United  States  might  not  have 
to  consider  'unthinkable*  warfare.  However,  major  scientific 
advances  in  molecular  biology  and  biochemistry  (blochem)  lead  to 
the  so-called  biotechnology  in  the  1080a.  The  key  technique  that 
ushered  in  the  new  threat  was  gene  splicing  or,  more  formally, 
recombinant  DMA.  The  potential  for  biological  weapons  has 
increased  so  greatly  that  prior  concepts  of  use,  effectiveness 
and  defense  are  woefully  Inadequate.  Douglass  states; 

Potencies,  probably  a  better  descriptor  to  use  than 

toxicity,  have  Increased  by  four  to  ten  orders-of -magnl  ttjde . 

Even  the  professionals  who  plan  for  nuclear  war  shake  their 
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beads  and  jo  away  mumbllnj  when  asked  about  the 
possibilities  of  .  .  .  biological  warfare. 

The  thesis  offered  in  this  paper  is  that  recent  advances  and 
potential  proliferation  of  biological  weapons  could  have  profound 
Inpl Ications  on  operational  planning  for  the  United  States.  In 
general,  biological  weapons  development  has  the  potential  to 
revolutionize  warfare  planning.  This  paper  discusses  recent 
research  and  advances  in  biological  warfare.  Analysis  is 
provided  for  consideration  to  operational  planners  at  various 
command  levels.  Finally,  concluding  thoughts  are  offered  for 
future  action  and  research. 

This  paper  applies  to  naval,  air,  and  ground  forces  alike. 
According  to  Douglass: 

One  of  the  objectives  of  Soviet  biological  warfare 
research  identified  by  defectors  has  been  the  development  of 
diseases  and  viruses  that  act  quickly,  in  less  than  24 
hours,  so  that  they  could  be  used  in  tactical  applications, 
such  as  neutralizing  air  bases.* 

The  implications  to  the  Commanders-In-Chief  (CINCs)  and  their 

respective  planning  staffs  are  ominous;  Biological  scenarios  do 

effect  deliberate/contingency  planning  cycles  and  maybe  even  more 

Importantly,  crisis  action  procedures  (CAP)  now  and  in  the 

future . 

The  scariest  aspect  of  the  revolution  in  biotechnology  is 
the  fact  that  it  appears  to  fit  with  the  Soviet  doctrine  for 
covert  war,  sabotage,  subversion,  and  subjugation. 

Unfortunately,  these  subjects  are  also  unacceptable  because  they 
are  inconsistent  with  the  governing  policies  of  detente  and  the 
notion  of  a  kinder  and  gentler  Soviet  Union.  It  is  evident  that 
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th«  United  Stetea  ia  unprepared  to  de&l  with  the  problena  of 
blochem  warfare,  independent  of  how  or  from  which  quarter  they 
might  ariae . ^ 

United  Statea*  Policy.  The  United  Statea  la  a  aignatory  to 
the  Biological  Weapona  Convention  of  1072  that  outlawa  biological 
and  toxin  weapona.  In  1080,  the  United  Statea  waa  one  of  07 
natlona  who  met  in  Geneva  to  try  to  correct  ahortcomlnga  in  tho 
Biological  Weapona  Convention  of  1972.  The  Pinal  Declaration, 
adopted  and  algned  by  all  partlclpanta ,  made  progreaa  in  the 
areaa  of  Increaalng  openneaa  and  eatabllahlng  foruoa  for 
complaint  reaolution.^  The  United  Statea  continuea  biological 
defenae  reaearch  but  all  biological  weapona  were  deatroyed  long 
ago.  The  biological  defenae  reaearch  program  ia  conducted  in 
full  compliance  with  the  biological  weapona  convention  and  with 
the  Centera  for  Diaeaae  Control-National  Inatltutea  of  Health 
guldelinea,  Bloaafety  in  Microbiological  and  Biomedical 
Laborator  lea 

It  la  evident  that  the  United  Statea  dealrea  to  exclude  the 
poaalbllity  of  biological  warfare  as  an  option.  As  with  any 
threat,  the  United  States  must  analyze  the  threat  potential  and 
determine  if  would  be  enemies  could  or  would  use  biological 
weapons  in  tactical  operations.  Finally,  the  United  States  may 
need  to  reconsider  it’s  measures  of  deterrence  for  biological 
warfare . 
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CHAPTEB  IZ 


ADVANCED  BIOLOaiCAL  EMVISONMENT 


Thr«at . 

Portion  Student*  a  Hl<(h«r  Education.  Th«  United  State* 
la  training  foreigner*  at  record  level*  in  It’*  univeraltle* . 
Foreign  atudenta  in  the  United  State*  reached  a  record  306,000  of 
which  37,330  are  from  the  Middle  Eaat  alone. ^  Over  the  past 
year,  enrollment  ha*  increased  in  Computer  &  information 
aclences.  Engineering,  Life  science*  and  Physical  sciences. 

These  four  categories  account  for  34X  of  foreign  studies  or 
132,340  majors.  Wilson  figured  that; 

About  72  per  cent  of  the  foreign  scholars  focused  on 
research,  while  13  percent  spent  most  of  their  time  teaching 
and  15  percent  took  part  in  some  combination  of  the  two. 
Roughly  60  percent  were  employed  in  the  sciences.' 

Considering  only  Middle  Eaat  countries  with  at  least  1,000 

students  at  U.  S.  universities,  there  are  24,700  students  from 

Iran,  Lebanon,  Saudi  Arabia,  Israel,  Egypt,  Syria,  United  Arab 

Emirates,  and  Morocco  (in  order  of  magnitude).^ 

One  of  the  effects  of  the  biotechnology  revolution  la  the 

proliferation  of  scientific  knowledge.  What  is  accomplished  at 

the  poat-doctorai  level  this  year,  is  taught  at  the  graduate 

level  the  following  year,  and  the  undergraduate  level  the  year 

after.  '.  .  .  nor  is  there  any  shortage  of  equipment  in  the 

regions  of  the  world  that  are  especially  troublesome.*® 

Basically,  visiting  students  from  foreign  countries  can  acquire 
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th*  knowledge  and  acquire  the  equipment  for  baalc  biotechnology 
reaearch . 

It  la  clear  from  the  above  atatlatlca  that  foreign  atudenta 
are  opting  for  high  technology  educatlona  In  the  United  Statea. 
The  dlaclpllnea  numerated  above  provide  the  fcundatlona  for 
biological  and  delivery  ayatema  technology.  Thla  leada  one  to 
the  aimple  conclualon  that  Middle  Eaat  countrlea,  aa  well  aa 
other  areaa ,  are  Increaalng  the  numbera  of  U.  S.  trained 
aclentlata  that  potentially  could  develop  biological  weapona  and 
delivery  ayatema. 

Biological  Developmenta .  For  the  aake  of  dlacuaalon, 
biological  pathogena  are  defined  by  Compton  aa ; 

.  .  .  living  organlama  that  attack  the  human  body, 
dlaruptlng  Ita  proceaaea  and  endangering  Ita  health  and  well 
being. 

Waging  biological  warfare  includea  pathogena  that  endanger 
hunana ,  animala  and  planta.  Theae  three  areaa  are  aupported  by 
four  categoriea  of  pathogena:  (1)  Bacterial;  (2)  Fungal;  (3) 

Rickettalla;  and  (4)  Viral.  Nature  haa  waged  biological 
warfare  on  humanity  alnce  the  beginning  of  time.  Llkewlae,  man 
haa  uaed  thla  natural  proceaa  to  gain  military  advantage  In  war, 
auch  aa  the  amallpox  epidemlca  that  apread  throughout  the 
American  Indian  population  In  the  18th  and  19th  centurlea.  What 
haa  changed  In  the  paat  two  decadea  la  the  ability  of  man  to 
change  the  natural  proceaa. 

Deoxyribonucleic  acid  (DMA)  la  the  chemical  aubatance  of 
genea ,  aervlng  the  dual  function  of  hereditary  tranamlaaion  and 
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of  progi  ammlng  th*  coll  to  porfopiii  It’o  blolo«*ical  funrt.innfl. 

DMA  la  pood  aoquontlol ly ,  with  ccptoln  poptlona  aopvlng  oa  otopt 
and  atop  algnala  for  tho  collulap  ppocoaa.  Using  bactopla  with  a 
alnglo  chpomoaomc  (poatrlctlon  onzymo) ,  It  la  poaalblo  to  cut  out 
atponda  of  tho  DMA  chain.  Anothop  onzymo  la  than  added,  which 
po-attachoa  tho  matching  onda ,  pooatabliahlng  cnomlcal 
eontlnui ty .  Thia  almplo  ppocoaa  la  tho  baaia  of  pocomblnant 
DMA,  OP  gono-apl Icing  tochnology.  In  a  almllap  ppocoaa,  plaamlda 
apo  uaod  Inatoad  of  onzymoa  to  Inaopt  now  DMA  sograonta  ppoducing 
a  hybPld  plasmid.  Tho  clone  la  then  potupnod  to  the  bactoplal 
coll  whepo  It  will  multiply  basod  upon  Ita  clonod  DMA  aegment. 

Oonotlc  onglnooplng  tochniquoa  could  bo  uaod  to  altop 
phyalcal  charactoplatlcs ,  Increaaing  op  docpoaalng  a  biological 
agont’a  ability  to  aupvlvo  In  a  glvon  onvlponmont.  A  aocond 
mothod  of  genetic  engineering  intpoduces  toxin  genes  Into  non- 
toxlgenlc  bacteria.  The  first  two  methods  have  wapfapo 
potential.  However,  there  are  two  additional  techniques  that 
fringe  on  the  unthinkable.  These  Include  modification  of 
Immunological  properties  and  developing  a  pathogenic  organism 
that  la  specific  for  a  particular  racial  type,  referred  to  as  an 
ethnic  weapon . 

Finally,  biological  agents  could  be  developed,  using  gene- 
apllclng  techniques,  that  begin  manufacturing  the  desired  toxic 
agent  'on  command".  Environmental  factors,  such  as  heat  and 
humidity,  could  act  as  trigger  mechanisms  of  agents  already  In 
place  by  some  delivery  system.  For  the  operational  commander 
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having  aufflclcnt  laboratory  aqulpmant  in  thaatar ,  tallorad 
biological  waapona  could  ba  manufacturad  to  aupport  tha  canpaign 
affort. 

Biological/Chamleal  (Btochem)  Advancaa.  Sinca  tha 
algning  of  tha  Biological  Warfara  Convantion  of  1073,  a  gray  araa 
of  intarpratation  haa  amargad.  Firat,  gana-apl icing  tachnology 
avolvad  auch  that  artificial  toxina  bacama  a  poaalbility.  And 
aacond ,  tha  damarcation  llna  baturaan  biological  and  chamical 
araapona  ia  diaappaaring . 

At  praaant,  no  known  toxina  rival  tha  lallltary  af f actlvaneaa 
of  tha  chamical  narva  gaaaa.  Howavar ,  moat  toxina  cannot 
panatrata  tha  akin,  tand  to  ba  unatabla  in  air,  and  nonvolatila, 
ao  thay  cannot  ba  dlaaamlnatad  in  a  wlnd-borna  vapor.  Oane- 
apliclng  could  ba  amployad  to  anglncar  modlfiad  toxina  that  ara 
mora  atabla  ard  that  ara  alao  volatlla,  capabla  of  panatratlng 
tha  akin,  or  tallorad  to  react  with  apeclflc  raceptora  in  tha 
body.^^  Baaad  upon  thaaa  facta,  there  ia  an  unanswered 
quaation.  Ia  thia  reaultlng  toxin  a  biological  weapon  or  a 
chemical  weapon?  Furthermore,  which  treaty  or  convention  does  it 
pertain  to?  Or,  is  it  the  loophole  that  could  allow  tha  United 
States  to  develop  blochem  weapons?  Thus  far,  there  have  been  no 
answers  to  the  questions  in  the  literature;  Maybe,  the  United 
States  Isn't  looking  for  one. 

Delivery  Syate.fts.  Traditional  delivery  aysteraa  remain 
the  mainstay  for  biological  wea,<on8 .  These  include,  but  are  not 
limited  to,  combinations  of  anthropoids,  bombs,  missiles. 
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••rosols,  or  wator  contanlnation .  In  Oporatlon  D«««rt  Storm, 
pllotloaa-rcmot*  controllad  mlnl^alrcraf t  circled  anamy  campa 
with  a  video  camera  onboard  to  gaihar  Intalllganca  and  direct 
artillery  mlaalona.  Aeroaola,  atrapped  to  auch  aircraft,  offer 
cheap  and  virtually  undetectable  delivery  ayatena  In  an  tactical 
environatent . 

Another  atethod  of  delivery,  developed  by  the  Soviet-bloc, 
waa  tar|eted  for  IdSS.  Althou|{h  there  1'  no  confirmation,  the 
proceaa  waa  to  laolate  and  ahaaa-pruduce  are,  aophlaticated 
toxlna.  Toxicity  «Mia  further  Increaaed  by  extracting  the  active 
portion  of  the  toxic  molecule.  The  reaultant  new  molecule  waa 
reproduced  and  'packaged*  for  delivery  In  existing  weapona ,  or 
mlcroencapaulated  for  apeclal  delivery  ^  chnlquea.  In  other 
technlquea,  a  gene  th>t  manufacturea  a  dealred  molecule  waa 
coded.  The  gene  waa  then  apllced  Into  •  genetic  mlcro-organlam. 
The  reault  waa  a  lmlaturir.ed  blochem  agent  manufacturing  plant 
intended  to  be  aurreptl tloualy  Introduced  Into  the  targeted 
individual  or  population.  The  lalcro-organiam  waa  then  aelected 
or  deal^ned  for  a  apeciflc  delivery  technique,  auch  aa ,  water 
auppliea,  air,  food  and  drink,  even  clothing,  or  aa  druga.  ** 

Finally,  blochem  agenta  need  not  be  maaa-produced  far  In 
advance  of  their  uae.  Once  the  dealred  parent  cella  are 
produced,  culturea  can  be  atoned  for  activation  when  needed.  The 
activation  car  be  effected  remote  from  the  alte  of  Initial 
manufacture.*^  Cell  culturea,  aa  delivery  ayatema,  can  be 
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covertly  carried  to  target  countrlee  and  aubeequently 
Banufactured  there. 

The  United  States  la  faced  with  trying  to  find  the  *needle 
In  the  hay  stack.'  Blochem  stockpiles  are  not  required  and  can 
use  conventional  delivery  systems.  Therefore,  Intelllfence  plays 
an  even  sMre  important  role  In  the  Identification  and  tracking  of 
potential  blochem  agents  and  delivery  systems. 

Blolodlcal  and  Chemical  Ixper lenees .  As  the  American  forces 
breached  the  Iraqi  defenses  in  Kuwait  during  Operation  Desert 
Storm,  Just  the  threat  of  anthrax  (biological)  or  chemical 
munitions  caused  attacking  forces  to  wear  protective  clothing. 

It  is  questionable  the  same  assault  could  have  taken  place  in  the 
hot  summer  months  due  to  the  physical  stress  on  the  soldiers. 

During  the  early  phases  of  the  war  In  Afghanistan,  the 
Soviets  appeared  to  have  experimented  with  Incapacltant  to 
support  tactical  operations.  It  Is  believed  the  Soviets  used  a 
novel  chemical  Incapacltant  that  Immobilized  soldiers  so  rapidly 
that  they  were  'frozen*  In  position  before  they  knew  what  was 
happening.^*  A  similar  report  from  Afghanistan  detailed  the 
Soviet  use  of  an  instant  Incapacltant  that  put  their  victims  to 
sle**p  -  rom  two  to  four  hours  without  their  awareness  that  they 
had  ever  had  been  under  attack.**  Blochem  Incapacltant  with 
timers  could  physically  or  mentally  render  soldiers  unfit  for 
combat,  and  without  the  combatant  commander  necessarily  realizing 
what  has  happened  or  why. 

In  the  Iran/Iraq  war,  surface  to  surface  missiles  (SSMs)  did 
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not  ond  or  docido  the  w«r.  Howovor.  thoy  cortalnly  had  an 
Influanca.  In  all,  ovar  873  SSMa  war#  flrad  alotoat  all  of  which 
«»apa  al»ad  at  cltlaa.  Tha  nawa  nadla  carrlad  tha  daacrlptor 
’Tarror  Waapona*  and  rafarrad  to  than  aa  tha  ‘War  of  Tha 
Citiaa.*^  Iranian  SSMa  conatltutad  an  acuta  challanga  to  tha 
Iraqi  laadarahlp,  which  waa  axtramaly  aanaltlva  to  auch  norala- 
Impairing  attacka;  Llkawlaa,  Iraqi  SSMa  attacka  ao  ahockad  tha 
Iranian  laadarahlp  that  thay  appaalad  to  varloua  Intarnatlonal 
foruBM.^^  Ovar  tha  couraa  of  tha  SSM  war,  Iran  auffarad  batwaan 
8,000-13,000  caaualtlaa.^  Tha  SSMa  armad  with  blocham  waapona 
would  hava  tha  potantlal  to  Incraaaa  tha  caaualty  rata  from  four 
to  tan  fold  In  a  almllar  altuatlon. 

Biological  Waapona  at  Tha  Qparatlonal  Laval. 

Datarranca .  Tha  Unltad  Stataa  and  lt*a  alllaa  hava 
auccaaafully  datarrad  convantlonal ,  nuclaar,  and  chamlcal  warfara 
of  would  ba  anamlaa  by  countarlng  thalr  forca  and  waapona  with 
forca,  waapona  and  auparlor  tachnology.  NATO  haa  baan,  and  atlll 
la,  a  ahlnnlng  axampla  of  tha  Unltad  Stataa*  datarmlnatlon  to 
datar  aggpaaalon.  Howavar ,  biological  datarranca  la  anothar 
mattar  to  contand  with. 

Tha  Unltad  Stataa  la  a  algnatory  nation  of  tha  Biological 
Waapona  Convantlon  of  1072  aa  la  moat  of  tha  civlllzad  world. 

Tha  Biological  Waapona  Convantlon  of  1072  la  Inadaquata  today  aa 
it  doaa  not  covar  blocham  and  nawly  ralatad  tachno 1 og 1 aa .  Tha 
U.S.  Congraaa  haa  mat  ragularly  to  tightan  control  of  thaaa 
amarglng  bio tachno 1 og I aa .  On  23  January  1080,  a  bill  waa 


10 


Introduced  by  the  Senete: 


To  emend  the  Arma  Export  Control  Act  to  lapoee 
aenctlone  egelnet  firme  Involved  in  the  trenifer  of  cheralcel 
end  bloloflcel  egenta  or  their  related  production  equipment 
or  technical  eaalatance  to  Iran,  Iraq,  Syria,  and  Libya,  and 
for  other  purpoaea  .  .  .  other  wlae  known  aa  t^  Chemical 

and  Biological  Warfare  Prevention  Act  of  1089. 

The  Houae  propoaed  a  almllar  Act  called  the  Biological  Weapona 

Anti -Terrorlam  Act  of  1089.  The  purpoae  of  thla  Act  «Ma  to; 

(1)  Implement  the  Biological  Weapona  Convention,  an 

International  agreement  unanlmoualy  ratified  by  the 
United  Statea  In  1074  and  algned  by  more  than  100 
other  natlona.  Including  the  Soviet  Union;  and 

(0)  Protect  the  United  Statea  agalnat  the  threat  of 
biological  terrorlam. 

It  la  Intereatlng  to  note  that  an  Act  waa  required  In  1080  for 
the  United  Statea  to  Implement  the  Biological  Weapona  Convention 
of  1072  and  ratified  In  1074. 

Genetic  engineering  offera  the  ability  to  create  new 
varlatlona  of  toxlna  within  daya.  Therefore,  It  la  Impoaelble  to 
develop  a  deterrence  on  a  toxin  yet  unknown.  Congreaalonal 
Quarterly  recently  reported  that: 

.  .  .  moat  experta  agree  there  la  no  real  technical 

ccnatralnta  on  the  ua#  of  .  .  .  biological  weapona.  The 

only  effective  conatralnta  are  paychological .  more  the 

human  mind  that  you  have  to  effect  than  hardware." 

Finally,  Joaeph  D.  Douglaaa,  Jr.  offera  a  warning  valid  to 

operational  plannera.  He  atatea; 

The  Department  of  Defanae  doea  not  have  an  adequate 
graap  of  the  biological  threat  and  haa  not  been  giving  it 
aufflclent  attention.  With  reapect  to  nuclear  wai.-xna, 
however,  the  nation  at  leaat  forged  the  meana  of  date.-. 'once 
In  the  face  of  vaatly  expanding  threat  of  chealcal  and 
biological  warfare,  we  atand  today  in  virtual 
helpleaaneaa .  " 
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Analyala  ahows  that  datarranca  la  allualva  at  baat  conaidarlnt* 
biological  warfapa.  Tha  Unltad  Stataa  la  In  tha  dllamaa  of  not 
wanting  to  officially  davalop  auch  waapona ,  but  alao  raallzaa 
that  biological  waapona  could  ba  uaad  agalnat  It'a  armad  fopcaa 
and  population. 

Dafanaa .  Tha  Onltad  Stataa*  military  poatupa  la 
offanalva  by  daalgn  but  dafanalva  by  natura.  Tha  dafanaa  poatura 
la  nacaaaapy  in  paacatlma  to  ppotact  tha  homaland  and  our  fraadoa 
of  tha  aaaa.  In  war,  tha  dafanaa  la  uaad  to  conaolldata  gaina, 
dany  tha  anaay  uaa  of  tappaln.  aa  wall  aa  a  boat  of  othar 
tactical  conaldaratlona . 

Whlla  In  tha  dafanaa,  tactical  unlta  muat  conaldar  all  typaa 
of  wapfara:  convantlonal ,  nuclaar,  biological,  and  chamlcal 
(VEC) .  Tha  Sovlata  hava  mora  than  30,000  dadlcatad  paraonnal 
apaclallzlng  In  raconnalaaanca  and  dacontamlnation  oparatlona  and 
mora  than  30,000  apaclal  vahiclaa  for  NBC  oparatlona.^  It  la 
concalvabla  that  aoonar  or  latar.  Unltad  Stataa’  forcaa  will  faca 
thia  thraat  althar  diractly  or  through  aurrogata  natlona. 

Slnca  1000,  tha  Sovlata  hava  placad  chamlcal  and  biological 
waapona  promlnantly  In  tactical  battlafiald  appl Icatlona . 

Howavar,  thay  hava  aaalgnad  grcatar  walght  for  uaa  In  Spatanaz 
(Sovlat  Spaclal  Forcaa)  or  apaclal  force  operatlona  waged  on  tha 
eve  of  war  agalnat  high-value  military  targeta  auch  aa  command, 
control  and  commun  icatlona  f  aci  1 1  tlaa  .**  In  1075,  nock  Sovlat 
axarclaea  called  for  tha  Danlah  capital  of  Copenhagen  to  be 
blanketed  with  an  incapacitating  agent  that  Immobilized  the 
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population  trill la  Waraaw  Pact  troopa  aalzad  tha  port 
facllltlaa.^ 

Tactical  comaiandapa ,  In  tha  dafanaa,  would  faca 
unpracadantad  condltlona  In  a  blocham  anvlronnant.  Tha  Pantagon 
foraaaaa  tha  following  poaalbla  waya  an  advaraary  mljht  uao 
’daal^nar’  buga  and  druja: 

1.  OrganlaaM  could  ba  glvan  noval  Inmuna 
oharaetarlatlca  to  avada  tha  protactlon  of 
eaoolnaa  or  tha  human  Imauna  ayatam; 

2.  Potant  toxlna ,  affactiva  In  alnuta  quantltlaa, 
could  ba  ppoducad; 

3.  Plant  or  fungal  toxlna  could  ba  maaa  producad 
for  warfara  dlractad  agalnat  agricultural 
cropa ;  and 

4.  Phyalologlcal ly  actlva  paptldta  could  ba 
daalgnad  to  produca  blzarra  bahavlor. 

Conaldarlng  nation  building  and  cara  for  rafugaaa  that  normally 

accompany  a  forward  daployad  dafanalva  poaltlon,  tha  Impllcatlona 

could  lltarally  maka  tha  dafanalva  forca  Inaffactlva. 

In  ordar  to  countar  tha  blocham  thraat,  Unltad  Stataa* 
forcaa  In  tha  aarly  to  mld-lOOCa,  will  racalva  upgradad 
aqulpmant.  Tha  aqulpmant  Includaa  naw  datactora  and  alarma, 
dacontamlnatlon  ayatama  and  matarlal  nika  tha  aoldiar  Intagratad 
protoctlva  anaambla  and  collactlva  protactlon)  for  tha  haavy 
forca  modarnlzatlon .  Traatmanta  Includa  a  naw  toxin  antldota,  a 
broad  apactrum  antl-vlral  drug  for  treatmant  of  hamorrhaglc 
favara  and  naw  vaccinaa  for  protactlon  agalnat  Infactloua 
biological  aganta.^* 
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Of fTi^« .  Should  th*  Dnitod  States  develop  offensive 


blochem  weapons  for  deterrence?  Rose  offered  two  factors  to 
amplify  the  Impact  of  blochem  weapons  on  the  military: 

First,  the  new  biochemical  processes  are 
relatively  cheap,  easy  to  master,  and  accessible  to 
all.  Second,  the  new  technology  tavors  offense  over 
defense .  ” 

Blochem  weapons  can  be  specifically  tailored  for  offensive  action 
with  a  desired  result  and  produced  within  hours,  while  antidotes 
may  take  years.  With  gene  splicing's  ability  to  combine  bits  of 
known  organisms  In  a  almost  limitless  array,  vaccines  and 
distribution  are  not  practical.  If  the  United  States  draws  upon 
nuclear  deterrence  as  a  precedence,  it  seems  logical  that  the 
United  States  should  develop  a  blochem  capability  for  tactical 
use . 

In  order  to  use  blochem  weapons,  the  military  and  the 
government  must  re-educated  the  populace  on  the  horrors  of  war. 
Moat  Americans  strongly  detest  the  use  of  nuclear  weapons  based 
upon  fallout  experiences  with  Three  Mile  Island  and  Chyernobol. 
Likewise,  the  citizens  have  seen  pictures  of  the  effects  of 
mustard  gas  in  Afghanistan.  Recently,  the  world  looked  upon 
Operation  Desert  Storm  as  the  way  to  fight  future  wars.  But  from 
the  trenches  of  the  common  Iraqi  soldier  or  civilian  near  the 
front,  the  war  was  an  apocalypse.  It  is  estimated  that  over 
150,000  military  and  civilians  perished.  The  world  may  Judge 
United  States’  action  an  inhumane  in  the  years  to  come. 
Offensively,  it  is  possible  to  develop  blochem  weapons  that  could 
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put  a  potantlal  anamy  to  alaap  or  Incapacltata  tha  forca  for  a 
flvan  parlod  of  tlraa  whlla  frlandly  forcas  aai2a  tha  objactlva. 

If  Indaad,  military  oparatlona  ara  an  axtanalon  of  polltlcc, 
mi^ht  it  not  ba  mora  humana  to  taka  an  objactlva  with  no  loaa  of 
Ufa  or  limb  on  althar  aida?  Such  offanalva  actlona  and 
capability  might  datar  would  ba  aggraaaora,  but  avan  of  graatar 
importanca,  ravolutlonlza  tactical  oparatlona.  At  a  minimum, 
blocham  waapona  would  ba  a  forca  multlpliar.  At  baat,  purault  of 
military  objactlvaa  aupportad  by  blocham  waapona  might  ba  takan 
with  only  a  tokan  forca  comparad  to  ona  arinad  with  convantlonal 
waapona.  Furtharraora,  world  opinion  might  ba  mora  aupportiva  of 
military  oparatlona  knowing  In  advanca  that  loaa  of  Ufa  would  ba 
minimum. 


Tarrorlam.  Thua  far,  thara  hava  baan  no  known  uaaa  of 
blocham  warfara  by  tarrorlata.  Howavar ,  thla  la  not  to  aay  tha 
tarroriata  havan’t  baan  aarloualy  conaldarlng  blocham  aa  an 
option.  It  la  known  that  tarroriata  not  only  hava  undargona 
chamical  and  biological  warfara  training,  but  hava  actually  baan 
involvad  In  tha  manufactura  of  toxic  charalcala  and  toxina.^In 
1980,  tha  Dapartmant  of  Stata  laauad  a  bullatln  atatlng: 

Wa  ar«  aspaclally  concerned  about  tha  apread  of 
biological  waapona  In  unstabla  areaa  and  about  tha 
ppoapacta  of  biological  and  toxin  waapona  falling  into 
tha  handa  of  tarroriata.  Today  a  number  cf  countrlea 
are  eatlmated  to  ba  working  to  achieve  a  biological 
waapona  capability  baaed  on  information  of  axtreraaly 
aenaltlva  intelligence  aourcea  and  mathoda.  To  date  wa 
have  no  evidence  that  any  known  terrorlat  organization 
haa  the  capability  to  employ  auch  waapona.^ 

Many  terrorlat  acta  ara  Intended  to  accompllah  apecific  political 
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goals  In  both  ths  long  and  short  tsrm.  A  crsdlbl*  threat  to  kill 
100,000  people  In  a  city  to  get  a  terrorist  colleague  out  oi 
prison  could  serve  a  short  term  goal.  However,  public  revulsion 
engendered  may  make  establishment  of  the  new  political  order 
Impossible,  especially  If  mass  casualties  occur.  Recent  history 
has  shown  that  terrorist  groups  are  already  showing  little 
aversion  to  inflicting  large  number  of  casualties  using 
conventional  weapons.  Terrorist  groups  could  move  to  mass 
casualty  terrorism  to  attract  attention.  Since  the  world 
community  has  shown  little  outrage  over  the  Iraq/Iran  war, 
perhaps  the  use  of  blochem  warfare’s  psychological  barrier  has 
already  been  broken  for  terrorists. 

The  Department  of  State  established  a  NBC  Working  Group  that 
examines  the  United  States  Government’s  capacity  to  respond  to 
nuclear  threats.  The  group  Is  expanding  It’s  work  to  exercise 
developed  programs  to  test  the  government’s  response  capability 
to  blochem  threats.  Various  exercises  have  Involved  the  Federal 
Government  alone,  the  Federal  Government  coordinating  with  State 
and  local  governments,  and  the  Federal  Government  acting  with 
other  countries.^® 

Projections .  There  appears  to  be  growing  interest  by 
potential  enemies  of  the  United  States  to  develop  the  capability 
to  wage  biological  or  blochem  warfare.  Due  to  the  difficulty  In 
acquiring  nuclear  fuel  and  other  nuclear  technology,  blochem 
weapons  have  potential  to  become  the  poor  man’s  nuclear  bomb. 
After  all,  biological  weapons  are  cheap,  easy  to  make,  hard  to 
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d«t«ct,  And  don’t  r«qulrc  atockpl 1 Ing .  Clearly,  tha  weapons  of 
choice  for  Middle  East  countries  are  based  upon  chemical  and 
missile  technology  to  counter  superior  conventional  forces  or 
potential  nuclear  capabilities.  Since  the  1025  Oeneva  Protocol 
and  United  Nations  sanctions  have  not  been  observed  In  the  Middle 
East,  we  can  expect  continued  MBC,  SSM,  and  biological 
capabilities  will  be  developed  there  and  else  where  In  the  world. 
Furthermore,  one  should  not  rule  out  the  biological  weapons 
threat  by  terrorists.  The  analysis  shows  the  likelihood  of 
blochem  threats.  These  threats  exist  for  United  States  military 
forces  world-wide,  not  only  in  the  future  but  also  as  this  paper 
Is  being  read. 

Threat  Counter  View.  Scientists  and  governments  around  the 
world  tend  to  look  upon  biological  warfare  as  a  real  danger  to 
all  of  humanity.  They  cite  that  existing  agents  are  slow-acting, 
unreliable,  Indiscriminate,  unpredictable  in  their  dispersal  and 
effectiveness,  capable  of  backfiring  on  the  attacker,  and  likely 
to  cause  more  damage  to  nearby  civilian  populations  than  to  enemy 
forces,  which  would  presumably  be  equipped  with  protective 
gear."  Recent  editorials  on  Operation  Desert  Storm  cite  the 
precise  bombing  capabilities  the  United  States  and  It’s  coalition 
partners  and  argue  chemical  and  biological  weapons  are  simply  not 
needed  for  future  wars.  Finally,  Bernstein  reminds  us  of  the 
lessons  from  World  War  II  when  he  wrote: 

American  experience  during  World  War  II  warns  that 
weapons  conceived  for  deterrence  or  retaliation  may 
become  attractive  and  may  seem  morally  Justifiable  for 
offensive  strikes.  Once  the  war  machine  gears  up  for 
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action,  aciantlata  may  not  ba  abla  to  constrain  usa  of 
tha  tachnology  thay  hava  craatad,  particularly  in  a 
conflict  that  is  daaroad  a  'Just*  war.  ' 

I  do  not  agraa  wltti  such  argumants  against  tha  davalopmant  of 

blocham  waapons  for  datarranca  or  offansiva  action.  First  of  all 

thay  don’t  consider  who  tha  potential  enemy  la  and  their  blocham 

capabilities.  Second,  blocham  technology  could  develop  stable, 

usable  waapons  for  tactical  employment.  Third,  one  could  argue 

that  taking  an  objective  using  blocham  waapons  is  more  humane 

then  using  conventional  means.  Finally,  the  United  States’ 

nuclear  deterrence  against  Soviet  strategic  weapons  would  be  very 

questionable  If  it  only  had  defensive  weapons.  Our  strategic 

triad  la  the  foundation  for  deterrence  yet  it  remains 

fundamentally  cffenaive. 

Thus  far,  this  paper  has  presented  analyses  of  the 
biological  and  blocham  warfare  threat  and  how  it  effects 
deterrence,  defense,  offense,  and  terrorism.  Chapter  IV  uses  the 
knowledge  discussed  from  Chapter  III  and  applies  it  to 
considerations  for  operational  planning. 


IS 


/ 


CRAPTEB  III 


BIOLOGICAL  WARFARE  EFFECTS  ON  OPERATIONAL  PLANNING 

Comm*ndT-ln-Chl«f  (CINC?  .  CINCs  prepare  for  war  In  their 
aaaigned  area  of  reaponeibllity .  Km  euch ,  they  consider  short 
and  lonf  range  estimates,  and  develop  war  plans  based  upon 
guidance.  Biological  and  biochem  warfare  complicate  the  planning 
process.  There  are  only  sketchy  outlines  of  short  and  long  range 
biological  warfare  capabilities.  This  is  disturbing  since  the 
analysis  has  shown  the  potential  that  such  weapons  can  be  tailor 
made  within  days.  Therefore,  intelligence  plays  a  greater  role 
as  the  threat  Increases.  The  CINC  must  also  rely  more  on  his 
OepartMnt  of  State’s  Representative  as  a  source  of  Intelligence 
due  to  the  Department's  constant  monitoring  by  it’s  various 
working  groups. 

The  CINC's  Commander’s  Estimate  should  Include  Enesiy 
Capabilities  (ECs)  ,  if  appropriate,  biological  and  biochem 

warfare  and  counter  them  against  his  Own  Courses  of  Action 
(OCAs) .  Consideration  must  be  given  to  Measures  of  Effectiveness 
and  Combat  Ratios.  I  submit  that  we  could  factor  in  tactical 
nuclear  artillery,  but  how  to  factor  in  a  potential  enemy  biochem 
threat  la  another  matter.  Needless  to  say,  the  topic  deserves 
much  thought  by  the  intelligence  and  operations  staff. 

The  CINC  needs  to  exercise  his  staff  to  the  potential 
threat.  Scenarios  should  be  developed  for  war  gaming  by  the 
staff.  War  gaming  provides  the  experience  the  staff  officers 
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n««d  in  ordcp  to  modify  dollborat*  pl«nnln2  proc«dur««  for  the 
d*v«lopra«nt  of  opcPAtlonal  ordora  and  contingancy  plana.  It  la 
quit#  poaalbl*  that  biological  warfare  planning  will  ripple 
throughout  the  planning  proceaa  to  include  review  of  the  Time 
Phaaed  Force  Deployment  Data  (TPFDD) . 

Crlala  Action  Procedurea  (CAP)  needa  to  be  expanded  to 
adequately  addreaa  the  potential  thri at  of  biological  and  biochem 
warfare  in  Phaae  III.  In  thla  phaae,  the  CIWC  developa  couraea 
of  action  (COAa)  after  aaaeaaing  exlatlng  plana  and  intelligence. 
At  the  end  of  the  CAP  proceaa,  the  CINC  producea  and  forwarda  the 
reconuBended  COA  to  the  Chairman,  Joint  Chief  of  Staff  for 
approval . 

CmCa  may  have  to  conalder  the  uae  of  Special  Operation 
Forcea  to  oMnltor  the  biological  environment  prior  to  Initiation 
of  operationa.  Surveillance  and  monitoring  devlcea  almply  would 
not  auffice  in  deploying  forcea  in  a  high  riak  area. 

Theater .  Uaing  operation  art,  the  CIMC  (Unified  or 
Specified  Comaiandera)  develop  the  Campaign  Plana.  However,  a 
biological  warfare  threat  coraplicatea  the  planning  proceaa  in 
phaalng,  tlme-apace  relatlonahlpa ,  and  combat  power  generation. 
More  equipment  and  protective  clothing  la  required  putting 
additional  atreaa  on  the  loglatlcal  ayatem.  Finally,  adequate 
command,  control  and  communlcatlona  (C3)  ia  eaaential  for  the 
integration  of  land,  maritime,  and  air  forcea  into  a  theater  or 
aubtheater  campaign  plan. 

The  United  Statea  usually  wages  war  with  coalition  partners 
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within  *  flvtn  th«at«p.  Prior  knowlod^*  of  coalition  forces’  NBC 
dsfsnse  is  critical  In  mission  assignment.  Their  effectiveness 
and  placement  within  the  theater  depends  upon  their  capability  to 
prosecute  war  in  the  potential  blochem  threat  environment. 

Bear  area  security  Is  particular  vulnerable.  The  Soviets 
stress  using  Spetsnaz  to  paralyze  C3  centers  prior  to  an  Initial 
attack.  There  Is  no  safe  haven  In  the  rear  even  If  United  States 
forces  follow  the  tactic  of  defense  In  depth.  Blochem  weapons 
could  possible  breach  air,  land  and  sea  defensive  systerds  with  a 
host  of  delivery  systems. 

Combatant  Commander.  Soviet  doctrine  lends  the  use  of 
chemical  and  biological  (C6)  warfare  on  the  crucial  element  of 
surprise.  Military  utility  of  CB  weapons  depends  upon  a  number 
of  variable  such  as  target  acquisition  capabilities,  training 
standards,  terrain,  climatic  conditions,  weapons  delivery 
characteristics,  stockpiles  of  agents  and  specialist  logistic 
support,  all  linked  to  required  casualty  ratio  or  degree  of 
degradation  to  be  Imposed  upon  the  enemy.  Finally,  Soviet 
tactics  comprise  combat  operations  at  the  lower  level ,  aimed  at 
achieving  operational  gains. ^ 

Similar  to  the  CINC,  the  Combatant  Commander  will  need  to 
train  his  staff  In  planning  and  executing  war  plana  in  a  blochem 
environment.  At  this  level,  more  emphasis  will  be  placed  on 
tactical  application. 

Baaed  upon  the  United  States’  Biological  Defense  Besearch 
Program,  the  armed  forces  will  field  new  equipment,  protection 
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•ult«  and  antidotal  during  tha  1000a.  Baaldaa  tha  avldant 
loglatlcal  problam  of  ahalf  Ufa  and  auatalnraent,  tha  combatant 
coramandar  raqulraa  raora  tlma  to  outfit  and  train  hla  units  for 
fuatalnad  oparatlona  In  a  biological  thraat  araa  of  oparatlon. 

Daflclanclaa/Rlak.  Consldarlng  tha  potantlal  blocham  thraat 
or  tarrorlats  activity,  currant  doctrlna,  dallbarata  and  crisis 
action  procaduras ,  training,  and  aqulpmant  ara  non-axlstant  or 
minimum  at  bast.  For  axampla,  training  axarclsas  raqulra  using 
tha  M-17  Oas  Mask  and  Mission  Orlantad  Protactlva  Postura  (MOPP) 
protactlva  suits.  Until  Oparatlon  Dasart  Storm,  llttla  attantion 
was  glvan  to  avacuatlon  and  unit  dacontamlnatlon .  This  should  ba 
of  no  surprlsa  as  USCINCOC’s  Oparatlonal  Concapt  only  makas  scant 
rafaranca  to  an  NBC  anvlronmant. 

Tha  Unltad  Statas  Is  a  risk  If  war  wars  to  ba  wagad  In  a 
blocham  anvlronmant:  Tha  armad  forcas  simply  do  not  hava  tha 
training  or  surga  capacity  for  sustalnad  oparatlona.  Faw  staff 
offlcars  hava  tha  training  or  knowladga  of  how  to  oparata  In  a 
blocham  anvlronmant  In  althar  tha  dafansa  or  offansa.  Simply 
stated,  blocham  axpartlsa  is  not  In  tha  vogua. 

Basically,  wa  ara  lll-praparad  to  deal  with  a  substantial 
blocham  threat.  Tha  United  Statas  doas  hava  a  datarranca  In  tha 
form  of  tactical  nuclaar  weapons.  However,  that  Is  not  much  of  a 
deterrence  to  terrorists.  Considering  the  United  Statas  total 
military  capability,  I’m  sure  wa  would  manage  to  prevail  but  at 
what  coat? 
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A1  tTn>tl  V  .  Th«  «lt«rn«tlv«a  presented  below  maybe 
somewhat  controversial  as  they  contradict  official  United  States 
policy  on  biological  warfare.  However,  technological  advances  In 
the  past  have  changed  policy  and  warfare.  Biotechnology  advances 
could  again  be  the  InstrusMnt  to  change  fundamental  policy. 

1.  The  United  States  can  continue  to  seek  enhanceoMnts  to 
the  Biological  Warfare  Convention  of  1072  as  biotechnology 
capabilities  are  Identified  as  threats. 

2.  The  United  States  can  openly  debate  the  advances  of 
biotechnologies  and  their  application  to  war.  Advanced  blochea 
weapons,  with  restrictions,  should  be  able  to  replace  aK>re  lethal 
forsks  of  warfare. 

3.  The  United  States  has  the  technology  to  develop  blochea 
weapons  for  deterrence.  The  policy  would  be  similar  to  that  of 
nuclear  deterrence. 

4.  The  Biological  Research  Defense  Program  could  surge 
development  of  defensive  oMthods  for  protection  and  detection. 
This  effort  would  apply  to  the  general  public  as  well  as  the 
armed  force, 

5.  The  United  States  Joint  Chiefs  of  Staff  needs  to  take 
the  lead  In  realistic  assessment  and  provide  subordinate  commands 
with  doctrine  and  guidance  for  persecution  of  war  In  a  blochem 
environment. 


23 


CHAPTER  IV 


CONCLUSIONS 

Thl«  paper  examined  how  recent  advancea  and  potential 
proliferation  of  biological  weapona  could  have  profound 
Impl Icatlona  on  operational  planning  for  the  armed  forcea  of  the 
United  Statea.  United  Statea  policy  on  biological  warfare 
revealed  the  longatandlng  goal  to  preclude  the  uae  of  any  auch 
related  weapon  through  the  Biological  Weapona  Convention  of  1072. 
Aa  the  analyaea  proceeded  In  the  paper,  It  waa  determined  that  a 
grey  area  exlta  In  the  development  of  biological  chemical 
(blochem)  technology  due  to  the  fact  that  there  la  no  treaty  or 
convention  covering  developmenta .  Next,  potential  blochem 
weapona  capability  waa  reviewed  in  conjunction  at  the  operational 
levela  of  war  conalderlng  deterrence,  defence,  offenae,  and 
terrorlam.  Potential  problem  areaa  were  Identified  aa  they 
pertained  to  the  CINC,  Theater,  and  Combatant  Commandera. 
Recommendatlona  were  offered  for  operational  plannera  on 
countering  effecta  of  blochem  warfare  and  terrorlat  activity. 
Finally,  alternatlvea  were  preaented  on  countering  the  growing 
blochem  warfare  and  terrorlat  threat.  Some  of  the  alternatlvea 
are  certainly  open  for  debate  aa  they  counter  official  United 
Statea  policy  on  biological  warfare. 

In  conclualon,  the  blochem  warfare  and  terrorlat  threata  are 
real  and  growing.  They  have  the  potential  to  rival  nuclear 
weapona  aa  a  matter  of  concern  for  the  United  Statea. 
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